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Abstract

Modern data engineering demands resilient, self-sustaining pipeline architectures capable of
adapting to failures without human intervention. This paper presents a comprehensive
framework for self-healing data pipelines leveraging agentic Al within Amazon Web Services
(AWS) environments. Traditional data pipelines remain vulnerable to cascading failures,
schema drift, resource bottlenecks, and latency anomalies, resulting in significant operational
overhead and data quality degradation. The proposed framework integrates agentic Al models
capable of autonomous decision-making, enabling real-time monitoring, root cause analysis,
and corrective action execution across distributed pipeline components. By harnessing AW S-
native services including Amazon CloudWatch, AWS Lambda, AWS Glue, and Amazon
EventBridge, the system continuously evaluates pipeline health metrics and autonomously
triggers remediation workflows without manual intervention. Reinforcement learning and large
language model-driven agents are employed to detect anomalies, predict failure patterns, and
dynamically optimize resource allocation, throughput, and scheduling. Experimental
evaluations demonstrate significant reductions in pipeline downtime, improved data quality
scores, and enhanced operational efficiency compared to conventional rule-based monitoring
approaches. The framework establishes a scalable, cost-effective paradigm for autonomous
data infrastructure management, positioning agentic Al as a transformative enabler for next-
generation cloud-native data engineering.

Keywords: Agentic Al, Self-Healing Pipelines, AWS Data Engineering, Autonomous
Monitoring, Anomaly Detection.

1. Introduction

The exponential growth of data in modern enterprises has fundamentally transformed the
architecture and expectations of data infrastructure systems. Organizations today rely heavily
on continuous, uninterrupted data pipelines to drive business intelligence, machine learning
workflows, and real-time decision-making [1]. However, as data ecosystems grow in
complexity, the fragility of traditional pipeline architectures becomes increasingly apparent,
often resulting in costly failures, delayed insights, and diminished data reliability [2].
Conventional data pipeline monitoring approaches depend predominantly on static threshold-
based alerting and manual intervention strategies. While these methods offer basic visibility,
they fall short in addressing the dynamic, multi-dimensional failure modes inherent in large-
scale distributed systems [3]. Schema evolution, network disruptions, API rate limiting,
resource exhaustion, and upstream data anomalies frequently propagate silently across pipeline

1007



International Journal of Innovation Studies 10 (1) (2026)
stages before detection, causing significant downstream damage to analytical workloads and
reporting systems [4].

The emergence of Agentic Artificial Intelligence represents a paradigm shift in autonomous
systems engineering. Unlike traditional Al models that respond to predefined queries, agentic
Al frameworks are capable of perceiving environmental states, formulating multi-step action
plans, executing corrective workflows, and learning iteratively from outcomes [5]. This
capacity for goal-directed autonomy makes agentic Al particularly well-suited for the
challenges of dynamic pipeline management, where failure conditions are unpredictable and
remediation must occur at machine speed.

Amazon Web Services (AWS) provides a rich ecosystem of cloud-native services that
collectively enable intelligent, event-driven pipeline architectures. Services such as Amazon
CloudWatch for observability, AWS Lambda for serverless execution, AWS Glue for data
integration, and Amazon EventBridge for event orchestration form a robust substrate upon
which autonomous monitoring and healing capabilities can be constructed [6]. When
augmented with agentic Al decision layers, these services transcend their individual
functionalities, enabling cohesive, self-regulating pipeline systems.

Recent advancements in large language models (LLMs) and reinforcement learning have
further accelerated the feasibility of deploying intelligent agents within production data
environments. LLM-driven agents can interpret log anomalies, correlate failure signatures, and
generate and execute remediation scripts autonomously, dramatically reducing mean time to
recovery (MTTR) [7]. Reinforcement learning agents, meanwhile, continuously optimize
scheduling, resource allocation, and throughput parameters based on historical performance
feedback, enabling pipelines to improve operational efficiency over time without human
reconfiguration [8].

This paper proposes a comprehensive framework that integrates agentic Al capabilities with
AWS-native services to construct self-healing data pipelines capable of autonomous
monitoring, failure detection, root cause analysis, and optimization. The remainder of this
paper is organized as follows: Section 2 reviews related literature, Section 3 presents the
proposed system architecture, Section 4 details the experimental methodology, Section 5
concludes with directions for future research.

2. Literature Review

The evolution of data pipeline architectures has been a subject of extensive scholarly
investigation over the past decade. Early pipeline designs were largely monolithic and batch-
oriented, offering limited flexibility in handling real-time data streams or recovering
autonomously from operational failures. Subsequent research explored modular,
microservices-based pipeline designs that improved fault isolation but still required significant
manual oversight for failure remediation and performance tuning. The foundational concepts
established in these early works continue to influence modern pipeline engineering practices,
particularly in cloud-native environments where scalability and resilience are paramount
requirements [9].

The application of machine learning techniques to infrastructure monitoring and anomaly
detection has garnered considerable academic attention in recent years. Supervised and
unsupervised learning models have been successfully deployed to identify irregular patterns in
system telemetry, network traffic, and application logs, enabling earlier detection of potential
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failures before they propagate across dependent systems. Autoencoders, isolation forests, and
long short-term memory networks have demonstrated strong performance in detecting subtle
deviations from normal operational baselines in complex distributed systems, establishing a
robust theoretical foundation for intelligent monitoring frameworks [10].

Cloud-native data engineering on AWS has emerged as a dominant paradigm for building
scalable and cost-efficient data infrastructure. Research examining the architectural
composition of AWS Glue, Amazon Kinesis, AWS Lambda, and Amazon Redshift has
highlighted the significant advantages these managed services offer in terms of elasticity, fault
tolerance, and integration flexibility. Studies have further demonstrated that event-driven
architectures built on Amazon EventBridge enable rapid, decoupled responses to operational
state changes, forming a critical enabler for automated pipeline management and self-healing
capabilities in enterprise environments [11].

The concept of self-healing systems has its roots in autonomic computing, a paradigm
introduced to address the growing complexity of managing large-scale IT infrastructure.
Autonomic systems are characterized by four key properties: self-configuration, self-
optimization, self-protection, and self-healing. Research in this domain has demonstrated that
systems exhibiting these properties can significantly reduce operational expenditure and
improve service continuity. More recent investigations have extended these principles to data-
centric environments, proposing frameworks that apply autonomic computing concepts
specifically to ETL pipelines, streaming architectures, and data lakehouse configurations [12].
Reinforcement learning has proven to be a particularly effective methodology for optimizing
dynamic, stateful systems such as data pipelines. Research has demonstrated that reinforcement
learning agents trained on historical pipeline execution data can learn optimal scheduling
policies, resource allocation strategies, and retry mechanisms that outperform static rule-based
configurations. Multi-agent reinforcement learning frameworks have further expanded these
capabilities by enabling distributed coordination among multiple pipeline components,
allowing for global optimization across complex, interdependent workflow graphs [13].

Large language models have recently emerged as powerful tools for infrastructure automation
and intelligent log analysis. Studies have demonstrated that LLMs fine-tuned on system logs,
error traces, and operational runbooks can accurately diagnose failure root causes and generate
executable remediation scripts with minimal human guidance. The integration of LLMs within
agentic frameworks further amplifies their utility, enabling continuous reasoning loops where
the agent observes system state, formulates hypotheses, executes corrective actions, and
evaluates outcomes iteratively until pipeline health is restored [14].

Agentic Al frameworks represent a significant advancement beyond traditional automation
approaches, distinguishing themselves through goal-directed autonomy, multi-step planning,
and environmental adaptability. Research has explored various agentic architectures including
ReAct, Reflexion, and tool-augmented agents, demonstrating their superior performance in
complex, open-ended task environments compared to conventional rule-based or single-step
Al systems. The application of these frameworks to cloud infrastructure management has
shown promising results, particularly in scenarios requiring dynamic decision-making under
uncertainty and resource constraints [15].

Data quality management remains a persistent challenge within large-scale pipeline
ecosystems, with schema drift, null value propagation, and data type inconsistencies
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representing frequent sources of downstream analytical errors. Research has proposed
automated data quality frameworks that leverage statistical profiling, constraint validation, and
anomaly scoring to continuously assess data health across pipeline stages. Integration of these
quality monitoring capabilities within agentic Al systems enables autonomous detection and
remediation of data quality degradation without interrupting downstream consumers or
requiring manual data engineering intervention [16].

Observability has become a critical architectural concern in modern distributed data systems,
extending beyond traditional monitoring to encompass comprehensive telemetry collection,
distributed tracing, and contextual log correlation. Studies have examined the role of unified
observability platforms in enabling faster incident response and more accurate root cause
identification in complex pipeline environments. Research specifically focused on AWS
CloudWatch Logs Insights, AWS X-Ray, and third-party observability tools has demonstrated
that rich telemetry data, when processed by intelligent agents, significantly accelerates failure
diagnosis and reduces mean time to recovery across diverse pipeline failure scenarios [17].
The intersection of DevOps practices and data engineering has given rise to the DataOps
methodology, which emphasizes automation, continuous integration, and collaborative
workflows for data pipeline development and operations. Research has highlighted how
DataOps principles, when combined with intelligent monitoring and agentic automation, create
a virtuous cycle of continuous pipeline improvement. Studies have further demonstrated that
organizations adopting DataOps-aligned self-healing frameworks experience measurable
reductions in pipeline incident frequency, improved data freshness metrics, and greater
stakeholder confidence in the reliability of analytical outputs [18].

Security and compliance considerations represent an increasingly important dimension of
autonomous pipeline management, particularly in regulated industries handling sensitive
personal or financial data. Research has examined the risks associated with granting
autonomous agents broad execution privileges within cloud environments and proposed
bounded autonomy frameworks that constrain agent actions within predefined security
policies. Studies have further demonstrated that audit logging, role-based access control, and
anomaly-triggered human escalation mechanisms can effectively balance the operational
benefits of autonomous pipeline management with the governance requirements of enterprise
compliance frameworks [19].

Comparative studies evaluating the performance of self-healing pipeline frameworks against
traditional manually operated pipelines have consistently demonstrated significant
improvements across key operational metrics. Research has reported reductions in pipeline
downtime ranging from forty to seventy percent, alongside improvements in data quality
scores, resource utilization efficiency, and incident response times when autonomous
monitoring and remediation capabilities are deployed. These empirical findings collectively
validate the operational and economic value proposition of integrating agentic Al within
production data pipeline environments and motivate continued research into more sophisticated
autonomous data infrastructure management approaches [20].

3. Proposed Method

The proposed framework integrates Agentic Al with AWS-native services to construct a Self-
Healing Data Pipeline capable of autonomous monitoring, failure detection, root cause
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analysis, and real-time optimization. The architecture shown in figure 1 comprises six key
functional blocks operating in a closed-loop feedback cycle.

Block 1: Data ingestion layer
Kinesis, Kafka, S3, APIs, databases

l
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Figure 1: The proposed framework for Agentic AI with AW S-native services.

3.1 Block 1 — Data Ingestion Layer

This block serves as the entry point of the pipeline, responsible for collecting raw data from
heterogeneous sources including Amazon Kinesis Data Streams for real-time streaming,
Apache Kafka for event-driven feeds, Amazon S3 for batch file ingestion, and external REST
APIs and relational databases. Data ingestion is governed by configurable schema validation
rules and ingestion rate throttles to prevent overload on downstream components. This block
continuously emits ingestion health metrics — throughput rates, record counts, and latency
measurements — to the observability layer for monitoring.
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3.2 Block 2 — Pipeline Orchestration
AWS Glue ETL jobs, AWS Step Functions, and Amazon Managed Workflows for Apache
Airflow (MWAA) collectively manage the transformation, scheduling, and execution of
pipeline tasks. This block coordinates multi-stage workflows including data cleansing, schema
normalization, partitioning, and loading into target stores. Workflow execution states, job run
histories, and resource consumption metrics are continuously logged for downstream analysis
by the Agentic Al core.
3.3 Block 3 — Observability and Telemetry
This block establishes the sensing layer of the self-healing framework, aggregating pipeline
telemetry through Amazon CloudWatch Metrics, CloudWatch Logs Insights, and AWS X-Ray
for distributed tracing. Amazon EventBridge captures state-change events across all pipeline
components and routes them to the Agentic Al core in real time. This block implements multi-
dimensional health scoring across latency, error rates, data freshness, and resource utilization
dimensions, providing the Agentic Al agent with a comprehensive operational picture of the
entire pipeline ecosystem.
3.4 Block 4 — Agentic Al Core (Proposed Novel Contribution)
This is the central innovation of the proposed framework. The Agentic Al core integrates a
Large Language Model (LLM)-driven reasoning agent with a Reinforcement Learning (RL)
optimization agent operating in concert. The LLM agent continuously ingests telemetry
streams, interprets anomaly signatures, correlates failure patterns across logs, and generates
structured remediation action plans expressed as executable AWS API calls. The RL agent
maintains a policy network trained on historical pipeline execution trajectories, continuously
optimizing scheduling decisions, retry strategies, and resource allocation parameters to
maximize pipeline throughput and minimize downtime. Together, these agents implement a
closed-loop perception—planning—execution cycle operating autonomously without human
intervention.
3.5 Block 5 — Autonomous Remediation Engine
Upon receiving action plans from the Agentic Al core, this block executes corrective measures
through AWS Lambda serverless functions, Amazon SNS for alert propagation, and AWS Auto
Scaling for dynamic resource adjustment. Remediation actions include automated job restarts,
schema drift correction, dead-letter queue reprocessing, and compute scaling in response to
throughput bottlenecks. For failure modes exceeding the agent's confidence threshold, the
system triggers a human-in-the-loop escalation pathway, notifying data engineers via Amazon
SNS with full contextual diagnostic reports generated by the LLM agent.
3.6 Block 6 — Data Quality and Output Layer
The final block validates pipeline outputs using Great Expectations data quality rules before
delivering processed data to Amazon Redshift, Amazon Athena, or Amazon S3 data lakes.
Quality scores, schema conformance metrics, and SLA compliance indicators are fed back into
the RL reward store, enabling the reinforcement learning agent to refine its optimization policy
based on end-to-end pipeline performance outcomes rather than intermediate metrics alone.
3.7 Mathematical Formulations
Equation 1 — Pipeline Health Score (H):
The overall health of the pipeline at time # is computed as a weighted composite of normalized
metric dimensions:
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H(t) = iwl— -m;(t), iwi =1
i—1 i1

where mi(t) represents the normalized value of the *i*-th metric (latency, error rate, throughput,
data freshness) at time *t*, and wi denotes its assigned importance weight.

Equation 2 — Anomaly Detection Score (A):

The LLM-driven agent computes an anomaly score using an autoencoder reconstruction error
over the telemetry feature vector xt:

At) = |[x, — %x4||", flagif A(t) >0

where x”t is the reconstructed telemetry vector and 0 is the learned anomaly detection
threshold.
Equation 3 — Reinforcement Learning Policy Optimization:

‘ 2

The RL agent optimizes its remediation policy 6 by maximizing the expected cumulative
discounted reward:

,
J(O) =Er [ D AFrix
E—0

where Y€(0,1) is the discount factor, rt+k is the reward signal derived from pipeline health
improvement at step k, and 0 represents the policy network parameters updated via gradient
ascent.

Equation 4 — Mean Time to Recovery (MTTR) Reduction:

The effectiveness of the self-healing framework is evaluated through the MTTR improvement
ratio:

M TTRbasclino — M ,ITRproposm
A[TTRbasolino

AMTTR = L 100%

where MTTRbaseline represents the average recovery time under conventional rule-based
monitoring and MTTRproposed represents the recovery time achieved under the proposed
agentic framework.

4. Results and Discussion

The proposed Self-Healing Data Pipeline framework was evaluated against a conventional
rule-based monitoring baseline across a simulated AWS environment over a 90-day
experimental period. Performance was assessed across five key metrics: pipeline downtime,
Mean Time to Recovery (MTTR), data quality score, resource utilization efficiency, and
incident detection accuracy. The results demonstrate consistent and statistically significant
improvements across all dimensions when the Agentic Al core is active.

The table 1 below presents a direct comparison between the baseline system and the proposed
framework across all primary evaluation metrics.

Table 1 — Comparative Performance Metrics

Metric Baseline (Rule- | Proposed (Agentic | Improvement
Based) Al)
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Pipeline downtime | 18.4 5.2 71.7%
(hrs/month) reduction
Mean Time to Recovery (min) | 43.6 11.8 72.9%
reduction
Data quality score (%) 81.3 96.7 +15.4 points
Anomaly detection accuracy | 74.2 94.8 +20.6 points
(%)
Resource utilization efficiency | 61.5 87.3 +25.8 points
(%)
False positive alert rate (%) 28.4 7.1 75.0%
reduction
Human intervention | 34 6 82.4%
incidents/month reduction

The table 2 below tracks the pipeline health score H(t) for both systems over the three
evaluation months, demonstrating the learning trajectory of the RL agent over time.
Table 2 — Monthly Pipeline Health Score Comparison (90-Day Period)

Month | Baseline Proposed RL Agent Reward | Incidents
H(t) Score H(t) Score (Cumulative) Autonomously

Resolved

Month | 0.64 0.81 142.3 18 of 24

1

Month | 0.66 0.91 298.7 26 of 28

2

Month | 0.65 0.97 451.2 31 0f32

3

Average | 0.65 0.90 — 83.3% autonomous

The progressive improvement in H(t) across months confirms that the RL optimization agent
successfully learns and refines its remediation policy through experience, with autonomous
resolution rates improving from 75% in Month 1 to 96.9% by Month 3.

The bar chart graphl below illustrates monthly pipeline downtime in hours for both systems,
showing a sustained and widening gap in favor of the proposed framework.
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Graph 1 — Pipeline Downtime Comparison (Monthly)
The results confirm a consistent reduction in downtime across all three months. While the
baseline system exhibited near-static downtime averaging 18.4 hrs/month, the proposed
framework reduced this progressively from 7.4 hours in Month 1 to 3.4 hours by Month 3,
demonstrating the RL agent's improving remediation efficiency over time.
The line chart below graph 2 tracks the weekly average Mean Time to Recovery for both
systems, revealing the learning curve of the agentic framework.

@ BaselineMTTR @ Proposed MTTR

MTTR (minutes

)

Graph 2 — MTTR Trend Over 90 Days (Weekly Average)

The MTTR trend chart clearly illustrates the continuous improvement enabled by the
reinforcement learning agent. The baseline system maintained a near-flat average of
approximately 44 minutes throughout the evaluation period, while the proposed framework
reduced MTTR from 21.4 minutes in Week 1 to 8.6 minutes by Week 13 — a trajectory
consistent with ongoing policy optimization driven by accumulated reward signals.

The grouped bar chart graph 3 below compares the LLM-driven anomaly detection
performance against the baseline threshold-based detector across three failure categories:
schema drift, latency spikes, and resource exhaustion.
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Graph 3 — Anomaly Detection Accuracy vs. False Positive Rate

Across all three failure categories, the proposed LLM-driven anomaly detection module
achieved accuracy rates exceeding 93%, compared to the baseline range of 71-78%. Equally
significant is the reduction in false positive alert rates, which dropped from an average of 28.4%
under the baseline to just 7.1% under the proposed framework. This reduction is critical in
production environments, where alert fatigue from excessive false positives frequently leads
engineers to suppress or ignore notifications, compounding actual failure risks.

The line chart graph 4 below shows the daily pipeline health score H(t) for both systems across
the full 90-day evaluation, demonstrating the self-healing framework's progressive stabilization
toward near-optimal health.

@ BaselineH(t) @ Proposed H(t)

ealth score H(t)

Graph 4 — Pipeline Health Score H(t) Trajectory Over 90 Days
The H(t) trajectory chart provides the clearest visual evidence of the proposed framework's
superiority. The baseline system oscillated narrowly between 0.61 and 0.67 throughout the 90-
day period, reflecting the static nature of rule-based monitoring that cannot adapt or improve.
In contrast, the proposed framework began at 0.78 in Week 1 and steadily climbed to 0.97 by
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Week 13, with the rate of improvement decelerating as the RL agent approached policy
convergence. This learning curve shape is consistent with theoretical expectations for model-
free reinforcement learning in production environments.
4.7 Discussion
The experimental results validate the core hypothesis that integrating Agentic Al into AWS-
native data pipeline architectures yields measurable improvements in resilience, data quality,
and operational efficiency over conventional rule-based monitoring.
The most significant finding is the 82.4% reduction in human intervention incidents, from 34
to just 6 per month. The Agentic Al core autonomously resolved 83.3% of all incidents,
representing a fundamental shift in enterprise data infrastructure operations. Unlike static
automation solutions that deliver fixed performance, the RL agent demonstrated continuous
improvement, with cumulative rewards growing from 142.3 in Month 1 to 451.2 by Month 3,
confirming active policy refinement over time.
The reduction in false positive alert rates from 28.4% to 7.1% further highlights the LLM-
driven detection module's superiority over threshold-based approaches, directly addressing the
critical issue of alert fatigue in production environments.
A notable limitation was the cold-start effect observed in Weeks 1-3, where limited historical
data led to suboptimal RL agent decisions. Pre-training on synthetic pipeline traces prior to
deployment is recommended to accelerate convergence. The human escalation pathway was
triggered 17 times for novel failure modes, confirming that bounded autonomy mechanisms
remain essential for safe production deployment.
S. Conclusion
This paper presented a novel framework for self-healing data pipelines leveraging Agentic Al
within AWS environments, integrating LLM-driven anomaly detection with reinforcement
learning-based optimization to achieve autonomous pipeline management. Experimental
evaluation conducted over a 90-day period demonstrated substantial improvements across all
key performance indicators, including a 71.7% reduction in pipeline downtime, a 72.9%
improvement in Mean Time to Recovery, and an 82.4% reduction in human intervention
incidents. The pipeline health score H(t) progressively converged toward 0.97, confirming the
RL agent's capacity for continuous self-improvement through operational experience. The
proposed framework transcends conventional rule-based monitoring by enabling goal-directed
autonomy, contextual failure reasoning, and adaptive resource optimization at machine speed.
These findings establish Agentic Al as a transformative paradigm for cloud-native data
infrastructure management, offering organizations a scalable, cost-effective pathway toward
fully autonomous data operations. Future research will explore multi-cloud deployment
scenarios, federated reinforcement learning across distributed pipeline clusters, and the
integration of explainable Al mechanisms to improve agent decision transparency in regulated
enterprise environments.
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