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ABSTRACT
Software reliability is a significant challenge for software companies today, enabling the
development of high-quality, stable, and sustainable software systems. Many existing
approaches lack accuracy, are poor in prediction, and fail to handle the highly complex software
bugs. To overcome these challenges, we have presented an Adaptive Genetic Algorithm (GA)-
Optimized Automated X-Learning Model (OA-XLM) for integrated software reliability
prediction. The main aim of this model is to predict and detect the accuracy bugs (software
threats) from the latest software datasets. The proposed approach combines an adaptive genetic
algorithm (AGA) to find an accurate Learning rate, an in-depth selection of intelligent features,
and hyper parameters optimization. Here, the automated X-learning model (XLM), also known
as Extreme-Learning, performs bug prediction and failure rate estimation. The XLM integrates
multiple learning layers to capture both linear and nonlinear relationships in software data.
Finally, the XLM also classifies the software bugs with binary classification. This model was
primarily developed to adapt dynamically across complex software projects. In this work, two
benchmark datasets are used, namely the NASA and PROMISE repositories. The results show
that the proposed approach achieved high prediction and classification rates.
Keywords: Adaptive Genetic Algorithm, Optimized Automated X-Learning Model, Software
Bugs, X-Learning Model.

1. INTRODUCTION

The software reliability prediction is a very important feature of the contemporary software
engineering since it guarantees the establishment of reliable and quality systems. As software
applications become more complex, the old reliability measurement approaches in use tend to
be less effective because the different software measurements of complexity, size, fault history,
and behavior display dynamic interactions. The traditional methods normally deal with the
minor issues such as prediction of defects or the estimation of failures rate which does not give
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the complete picture of software reliability. Consequently, a greater significance of combined
methods that are able to concomitantly examine various reliability variables, and provide
precise, scalable, and evidence-based forecasts is emerging. Integrated software reliability
prediction is the approach aimed at overcoming these issues and requires a combination of
various analytical methods, such as machine learning, statistical model, and optimization
methods, into a single framework. By using these approaches, it is possible to predict software
defects and failure rates at the same time giving a whole picture of software system reliability
over the life of the software. Integrated models are able to effectively cope with high-
dimensional data, reduce redundancy and enhance prediction accuracy by using the high-level
techniques of ensemble learning and evolutionary optimization. This does not only aid the
detection of faults and risks early but also improves the decision making process in software
development and maintenance which eventually results to more reliable and sound software
systems.

Machine learning (ML) is crucial to integrated software reliability prediction, which allows
analyzing complex software metrics and failure patterns in a data-driven manner. The data
produced by modern software systems are massive e.g. code metrics, fault history, execution
logs and change records, and tend to be nonlinear and high dimensional. Decision trees (DT),
support vector machines (SVM), random forests (RF), and ensemble models are an example of
an ML algorithm that can use this type of data to learn the hidden pattern and relationships. By
measuring historical and real-time data, these models can be useful in predicting defects in
software (bug prediction) as well as estimating the failure rates and increasing the accuracy
and efficacy of reliability assessment. Even with the current developments that have taken place
in the field of software reliability prediction, there are still a number of challenges which cannot
be solved in the existing methods. In the majority of conventional approaches, defect prediction
or failure rate estimation is considered in isolation and results in piecemeal analysis and partial
reliability evaluation. Also, most models use manual selection of features, and any static
parameter that do not necessarily reflect the relationship complexities and non-linearities that
apply in software. The fact that irrelevant, high-dimensional, and redundant features exist
worsens the model performance and makes them more complex to compute. Finally, present
ML algorithms failed to perform generalization when dealing with other software projects or
datasets, which leads to an uneven prediction accuracy. They can also be affected by overfitting,
non-interpretability and inadequate flexibility to the altering software environments.
Consequently, such a framework as an integrated, adaptive, and optimized one that is capable
of both doing the task of bug prediction and failure rates estimation and dealing with the high-
dimensional data in the efficient manner is in need. A system like this must also make use of
well-developed machine learning and optimization strategies to enhance the degree of
prediction, generalization, and help in making reliable decisions when doing the software
engineering processes.

2. LITERATURE SURVEY

Ghafoor Hussain et al. [9] presented an improved transformer-based system that uses the
CodeBERT to predict software defects in multi classes by using fine-grained classification. The
current model is a pre-trained CodeBERT architecture that learns rich semantic representations
in source code and will be useful in acquiring syntax, structure, and contextual relationships.
The framework uses a framework that has an improved feature refinement process and
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attention-based learning to identify the various categories of defects, including logical errors,
performance problems, and security vulnerabilities. Also, higher-level preprocessors, such as
code normalization and tokenization, are utilized to enhance the data uniformity and model
stability. Adaptive training strategies and fine-tuning are other methods of further optimization
of the model to improve classification performance on multiple software datasets. A parallel
ML algorithm realized by applying fine-grained execution mode of Apache Spark on big data
cloud computing infrastructure based on the Apache Mesos was proposed by Xian [10]. The
proposed system allows to process large-scale robots data streams effectively and efficiently to
detect and classify faults accurately. The framework incorporates the distributed data ingestion,
preprocessing and feature extraction mechanisms to deal with multimodal sensor input like
vibration, temperature and motion signals. The approach to parallelization is a fine-grained one
where calculations are broken down into smaller units such that the resource utilization process
becomes efficient and the model training process can be performed quicker on the distributed
nodes. There are several ML algorithms such as classification and anomaly detection models
that are implemented in parallel and enhance the accuracy and resilience of fault recognition.
The system also allows a dynamically allocated resource via Mesos so that it remains adaptable
and capable of performing well at varying workloads.

Roy et al. [11] proposed a novel forecasting framework based on a Neighborhood Fuzzy
Particle Swarm Optimization (NF-PSO) integrated neural network. The proposed approach
combines the strengths of fuzzy logic, particle swarm optimization, and neural networks to
enhance prediction accuracy and robustness in software reliability estimation. In the proposed
model, fuzzy logic is employed to handle uncertainty and imprecision in software reliability
data, while the neighborhood-based particle swarm optimization strategy improves the
exploration and exploitation capabilities of the optimization process. The NF-PSO is utilized
to optimize the weights and biases of the neural network, enabling efficient learning of complex
nonlinear relationships between software metrics and failure patterns. The neighborhood
structure allows particles to share information locally, improving convergence speed and
avoiding premature stagnation. The neural network then utilizes the optimized parameters to
forecast software reliability metrics such as failure rate and cumulative failures over time.
Hassouneh et al. [12] presented the proposes a Boosted Whale Optimization Algorithm
(BWOA) enhanced with natural selection operators for efficient and accurate software fault
prediction. The proposed approach integrates the exploration and exploitation capabilities of
the Whale Optimization Algorithm (WOA) with evolutionary principles inspired by natural
selection, including selection, crossover, and mutation mechanisms. These operators are
incorporated to improve population diversity, avoid local optima, and enhance convergence
speed. Furthermore, a boosting strategy is employed to iteratively refine weak learners and
improve classification performance. The optimized feature subset and model parameters are
then utilized within a machine learning framework to accurately classify software modules as
defective or non-defective.

Kaliraj et al. [13] investigates the impact of class imbalance and generalization issues in cross-
project software fault prediction and proposes a robust analytical framework to address these
challenges. The approach incorporates advanced data preprocessing techniques, including
resampling strategies such as SMOTE and under sampling, to balance defective and non-
defective classes. Additionally, domain adaptation and feature normalization methods are
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employed to reduce distributional differences between source and target projects. Multiple
machine learning models, including ensemble methods and transfer learning-based approaches,
are evaluated to assess their ability to generalize across projects. Javdani Gandomani et al. [14]
proposes an enhanced analogy-based software effort estimation framework that integrates
regression methods to improve prediction accuracy. The proposed approach first identifies
similar historical projects using a similarity measurement mechanism and then applies a
combination of regression techniques, such as linear regression and nonlinear regression
models, to refine the effort estimation process. By leveraging regression-based learning, the
model captures underlying patterns and relationships within the data, enabling more precise
estimation compared to traditional analogy-based methods. Alaswad et al. [15] presented a ML-
based framework for software quality prediction that leverages historical software metrics,
including code complexity, size, change history, and fault data. Various supervised learning
algorithms are used to learn patterns associated with software quality issues. Data
preprocessing techniques, including feature selection, normalization, and handling class
imbalance, are incorporated to improve model performance. The proposed approach aims to
accurately classify software modules into defective and non-defective categories while
minimizing false predictions. Kumar et al. [16] presented a reliability prediction analysis
framework based on soft computing techniques, which are well-suited for handling uncertainty,
imprecision, and nonlinear relationships inherent in software systems. The proposed approach
integrates soft computing methods such as fuzzy logic, artificial neural networks, and
evolutionary algorithms to model and predict the reliability of aspect-oriented applications.
Fuzzy logic is employed to manage uncertainty in software metrics and aspect interactions,
while neural networks learn complex nonlinear patterns from historical reliability data.
Evolutionary optimization techniques are used to enhance model performance by selecting
optimal features and tuning parameters. The framework considers various aspect-oriented
metrics, including coupling, cohesion, and interaction complexity, to provide a comprehensive
reliability assessment. Wang et al. [17] proposed a DL-based framework for software reliability
prediction using a Recurrent Neural Network (RNN) encoder—decoder architecture, which is
well-suited for modeling sequential and time-series data. In the proposed approach, the RNN
encoder processes sequences of software execution data, such as failure occurrences and inter-
failure time intervals, and encodes them into a fixed-length context vector that captures
temporal dependencies and system behavior. The decoder then utilizes this context
representation to predict future reliability metrics, including failure rates and cumulative
failures over time. Advanced variants of RNN, such as Long Short-Term Memory (LSTM) or
Gated Recurrent Units (GRU), are employed to overcome issues related to vanishing gradients
and to enhance long-term dependency learning. Additionally, data preprocessing techniques,
including normalization and sequence transformation, are applied to improve model
performance and stability.

3. METHODOLOGY

The presented Adaptive Genetic Algorithm (AGA)-Optimized Automated X-Learning Model
(OA-XLM) is aimed at being a unified framework of software reliability prediction, both in
bug detection and in the estimation of failure rates. The first stage involves gathering software
datasets based on benchmark repositories, i.e. NASA and PROMISE and processing them
through preprocessing to maintain data consistency, including data cleaning, normalization and
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dealing with missing values. The adaptive genetic algorithm is used in the initial phase of the
methodology to perform intelligent selection of features and optimize hyperparameters. The
AGA adapts the important parameters crossover and mutation rates dynamically depending on
the fitness values which facilitates exploration and exploitation of search space effectively. It
determines the most relevant software metrics, and also identifies the best learning parameters,
such as the learning rate, which minimizes redundancy, and maximizes model performance.

Pre-Processing

NASA & PROMISE o Data Cleaning
Repositories > ) .Normahzatlon i
Missing Value Handling
Featgre Adaptive Genetic Algorithm
Selection & (AGA)
Optimization l
Optimized Feature Subset
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v
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Figure 1: Architecture Diagram for Adaptive GA-Optimized Automated X-Learning Model
(OA-XLM)

The second stage is the input of the optimized set of features to the Automated X-Learning
Model (XLM), which is also called Extreme Learning, which aims at capturing the linear and
nonlinear relationships that exist between software data. The XLM comprises of several
learning layers, which increase the capability of representation and also enhance accuracy of
prediction. The model is able to predict the software bugs at the same time it estimates the
software failure rate giving an overall evaluation of the reliability of the software. Lastly, a
binary classification system is used to classify software modules to defective and non-
defective. The proposed OA-XLM framework is adaptable in nature and hence can be
generalized into different and complex software projects. As seen through experimental
analysis on NASA and PROMISE data sets, the proposed approach is robust, scaled to be used,
and more predictive than the traditional models.

4. DATASET DESCRIPTION

The most popular datasets of software defect classification is NASA (MDP) dataset, which
includes a variety of project modules, including KC1, KC2, JIM1, CM1, PC1 and PC2. Together
these datasets have about 20,712 software modules with 2,685 considered defective (bug-
prone) and 18,027 non-defective (clean modules). Each record is a software component
characterized by the metrics of static code lines of code, complexity, and Halstead features and
a binary class label (1 defective and 0 non-defective). The distinctive feature of the NASA data
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is the imbalance between the classes with the non-defective samples being much higher than
the defective ones, which is why the data can be used to assess the strength and performance
of classification models in predicting software reliability.

The PROMISE repository datasets are also offering the widest range of analysis through
incorporation of data that comes through various software programs like the eclipse and apache
as well as NASA derived datasets. The combined data in some common PROMISE subsets
(e.g. KC1, JMI, Eclipse versions and Apache projects) is usually some 14,000 to 15,000
records, comprising of approximately 2,600-2,700 defective records and the rest 11,000+ non-
defective records. These data sets consist of process and non-process data, and have a greater
and more varied feature space to use in classification. Just like NASA datasets, PROMISE
datasets have also the problem of class imbalance and high dimensionality, which require
application of feature selection and optimization techniques. In general, both data sets represent
a rich basis of training and testing machine learning models to predict software defects and
integrated software reliability analysis.

5. PRE-PROCESSING

Preprocessing is one of the important aspects of software reliability prediction that makes the
dataset clean, consistent, and ready to be trained in machine learning models. It starts with data
cleaning, where it is possible to recognize noisy data, duplicate data and inconsistent data, and
remove them to enhance data quality. Normalization is then used to put feature values into a
common range (e.g. 0 to 1), which is useful to make models learn effectively and avoid having
features with large values to dominate the learning process. Besides, missing value treatment
is done to solve incomplete data by dropping records that lack data or filling them with the
methods of mean, median, or mode replacement. Combined, these preprocessing activities
increase the accuracy of the dataset, minimize errors, and increase the general performance and
accuracy of predictive models.

5.1 Feature Selection & Optimization: Adaptive Genetic Algorithm (AGA)

Adaptive Genetic Algorithm (AGA) features selection and optimization is critical towards
enhancing the performance of software reliability prediction models. Under this method, every
possible solution (chromosome) is defined as a subset of features, and other model parameters,
which are usually binary or real-valued. The AGA starts with some random population of these
chromosomes. Each solution is evaluated by a fitness function - typically the classification
accuracy, error rate or a combination of the performance measures. In contrast to the classical
genetic algorithms, AGA dynamically changes its control parameters crossover probability, and
mutation rate, according to the fitness of individuals. Those solutions which perform highly are
maintained at low mutation rates to ensure stability and those with low performance are
subjected to high mutation rates to promote exploration. The algorithm effectively explores the
most informative combination of features and at the same time optimizes model parameters
like the learning rate and hyperparameters through iterative steps of selection, crossover and
mutation.

The adaptive AGA assists in the balancing of exploration and exploitation and hence prevents
premature convergence, which results in a more thorough search of the solution space. The
removal of redundant and irrelevant features results in the AGA of data dimensionality,
reduction of the computational complexity, as well as in the increase of the generalization
properties of the learning model. Also, the parameter optimization is also integrated into the
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same structure, so the model can automatically adjust its internal parameters, resulting in a
stronger predictive and a more robust model. This is especially useful with high-dimensional
and imbalanced datasets such as NASA and PROMISE used in software. In general, the feature
selection and optimization based on AGA present a smart and automated system of determining
the most important inputs and the best set of settings, which has a significant impact on
enhancing the efficiency and effectiveness of built software reliability prediction systems.
5.2 Optimized Feature Subset
The final feature set of the most relevant and informative features is referred to as the optimized
feature subset after the optimization methods have been applied including the Adaptive Genetic
Algorithm (AGA). The optimization process is used to identify a smaller set of software metrics
that produces the greatest contribution to software defects and reliability prediction instead of
using all available software metrics, which may contain redundant, irrelevant, or noisy features.
This subset is achieved through the review of many sets of candidate features in accordance
with a fitness metric (e.g., classification accuracy, error rate, or F1-score) with only features
that have great predictive power being saved. Through the choice of these features, the model
has the advantage of less dimensionality, less computational complexity and higher learning
rates. Also, feature elimination can aid in preventing overfitting and increase the generalization
of the model to other datasets as NASA and PROMISE. In general, the optimized feature subset
is a whittled input space, which allows more reliable, consistent, and predictable software
reliability forecasting.
5.3 Automated X-Learning Model (XLM)
Extreme Learning is also known as Automated X-Learning Model (XLM) AXLM or the
Extreme Learning Model is a rapid and effective learning model that is used to analyze high-
dimensional data in software reliability prediction. Also in contrast to the traditional neural
networks, which perform backpropagation to update weights, XLM assigns the input weight
and hidden layer bias randomly and calculates the output weight analytically, which saves a lot
of training time. This feature makes XLM very appropriate to large scale software databases
like NASA and PROMISE where quick learning and scaling is necessary. Within the suggested
model, the optimized set of features produced by the Adaptive Genetic Algorithm is given to
XLM which then acquires patterns related to software failure behavior and defects. Its
capability to handle huge amounts of information with a low level of computational load makes
it possible to converge faster and still have high levels of prediction accuracy.
Moreover, XLM can dynamically fit to the various software projects and data distributions
without major manual tuning due to the automated nature of XLM. It is able to well represent
intricate associations between software measures, such as connections among code complexity,
code size and faultiness. The model combines various layers of learning and transformation
processes to advance the representation of features to promote the strength and the
generalization potential of the prediction system. Therefore, XLM is a central element in the
unified structure and it can also be used to predict bugs and estimate failure rates more
efficiently and reliably.
5.4.1 Multi-Layer Learning
XLM is further improved in the multi-layer learning mechanism, which facilitates software
data in extracting hierarchical representations by processing features in multiple transformation
layers. Learning patterns are learned gradually in each layer, initially of simple relationships
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between the input features, to more detailed interactions that contribute to software defects.
This multilevel structure enhances the capability of the model to articulate the little nuances
and dependencies in the data which results in more precise predictions. With a series of learning
layers, the model is more able to manipulate high-dimensional data and discover more insight
regarding the features of software reliability.

5.4.2 Linear and Nonlinear Modeling with Classification Layer

The XLM model has the capability of integrating both linear and nonlinear modeling to model
various relationships that are evident in software data. Linear modeling can be used to find
simple correlations between features and defect labels and nonlinear modeling can be used to
represent complex interactions and hidden patterns that cannot be expressed linearly. The
combined representations are further fed into a classification layer that is usually implemented
by a decision or activation function to classify software modules as either defective (bug-prone)
or non-defective. Such end classification step will provide good predictions to rely on when
evaluating the reliability of software, and also the model will be able to make accurate
decisions. The following equations are used to process the features:

Step 1: This step mainly captures the relationship between features and output:

Ziinear = WX + b (1)

X € R" - input feature vector;
W € R - Weight vector;
b € R - Bias; Zjjyear- Linear output.

Step 2: Hidden Layer Transformation

Step 3: Integrated Layer: It is finally shows the transformed result after nonlinear learning:
Z=W,H+ b, (3)
Step 4: Classification layer: This step mainly used to classify the two classes using sigmoid
function:
1

:1+ e %

y (4)
1if§ = 0.5 (Defective

Class = {o ifg <05 (No(n - Defect)ive) ()

5.5 Performance Metrics

Performance measures are needed to determine the usefulness of software reliability prediction
models by measuring the level of accuracy in detecting defective and non-defective modules
and predicting the failure behavior. Accuracy is used to measure the general accuracy of the
model which means the percentage of model predictions that are accurate. Precision, which
measures how well the model correctly marks out defective modules without the false alarm,
and recall (sensitivity), which measures how well the model marks out all the actual defected
ones. Fl-score has a balanced evaluation because it sums the precision and recall and is,
therefore, especially handy with imbalanced datasets like NASA and PROMISE. Also, error
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rate shows the percentage of inaccurate prediction, which points at weak points in the model.
In the case of estimating failure rates, regression measures, which include Mean Absolute Error
(MAE), root mean square error (RMSE), and R2 score are applied to determine the accuracy
of prediction, deviation, and goodness of fit. Combining these measures is a way of getting an
overall assessment of the classification as well as regression performance that will make the
proposed model reliable and robust.

5.6 Results and Discussions

Table 1 offers a comparative analysis of ANN, XLM, and proposed OA-XLM model in terms
of failure rate estimation on NASA dataset in terms of MAE, RMSE and R2 score. The ANN
model has a higher error value of 0.137 and RMSE of 0.189 which implies that it has lower
accurate predictions whereas the R2 score of the ANN model is 0.85 which implies moderate
explanatory capacity. XLM model is more effective with a low MAE of 0.116 and RMSE of
0.169 and a higher R2 of 0.91 that proves to be more effective in learning nonlinear
relationships and predicting. The suggested OA-XLM model is, however, much better than
both models with the lowest MAE (0.079) and RMSE (0.138) which implies that the model
does not make many errors in predicting and the highest R2 value of 0.96 which shows a very
good fit and high generalization. This high quality performance can be primarily attributed to
incorporation of the Adaptive Genetic Algorithm which optimizes the feature selection and
hyper-parameters that helps the model to concentrate on the most appropriate information and
generate more accurate and reliable predictions of the failure rate.

Table 1: Failure Rate Estimation Performance for NASA Dataset

Algorithms | MAE RMSE | R*Score
ANN 0.137 0.189 0.85
XLM 0.116 0.169 0.91

Proposed
OA-XLM 0.079 0.138 0.96

Table 2 shows the performance of ANN, XLM, and the proposed model of OA-XLM to
estimate failure rate with respect to the use of MAE, RMSE, and R2 score on the PROMISE
dataset. ANN model accepts greater values of errors with MAE = 0.145 and RMSE = 0.177,
which indicates lower prediction accuracy, and its R2 = 0.84 which is an indicator of moderate
ability to explain the variance in the data. This is because the XLM model yields better
performance of 0.124 MAE and 0.158 RMSE with a higher R2 value of 0.92 showing better
performance of learning complex patterns and better estimation. Nevertheless, the proposed
OA-XLM model performs much better as compared to ANN and XLM, as it has the lowest
MAE (0.083) and RMSE (0.121), which means it has a small error in the prediction, and the
highest R2 value of 0.97, meaning that it has an excellent fit and good ability to generalize.
This high performance is due to the combination of the Adaptive Genetic Algorithm that is
useful in optimizing the selection of features and model parameters and thus produces more
accurate, strong, and efficient failure rate forecasts on the various and high dimensional
PROMISE data.
Table 2: Failure Rate Estimation Performance for PROMISE Dataset
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Algorithms | MAE RMSE | R*Score
ANN 0.145 0.177 0.84
XLM 0.124 0.158 0.92

Proposed
OAXIM 0.083 0.121 0.97

Table 3: Quantitative Performance Algorithms on NASA Dataset

Algorithms | ANN XLM ger_p;()i?\(/l[
Precision 0.84 0.89 0.96
Recall 0.85 0.91 0.95
Specificity | 0.86 0.89 0.96
Accuracy 0.84 0.90 0.97
F1 Score 0.81 0.91 0.98

Table 4: Quantitative Performance Algorithms on PROMISE Dataset

Algorithms | ANN XLM ger_p;()i?\(/l[
Precision 0.86 0.90 0.97
Recall 0. 87 0.92 0.96
Specificity | 0.84 0.88 0.97
Accuracy 0.85 0.91 0.98
F1 Score 0.83 0.92 0.98

6. Conclusion

This paper described an Adaptive Genetic Algorithm (AGA)-Optimized Automated X-
Learning Model (OA-XLM) of integrated software reliability prediction, that is, both bug
prediction and failure rate forecasting in a single model. The proposed solution is effective in
integrating the optimization potential of AGA with the rapid learning and generalization
potential of the X-Learning Model to process high dimensional and complex software datasets.
The model will help to eliminate redundancy, increase the speed of learning, and improve the
predictive capability by conducting intelligent feature selection and hyperparameter
optimization. The combination of the linear and nonlinear modeling also allows the system to
present more complex relationships between the software metrics leading to more precise
classification of defective and non-defective modules. Results of experiments on benchmark
datasets like NASA and PROMISE indicate that the proposed OA-XLM model is significantly
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better than the conventional machine learning models and baseline methods regarding their
accuracy, precision, recall and error reduction. Also, the model provides better performance in
terms of failure rate estimation, that is, the lower value of MAE and RMSE and high value of
R2. The framework is adaptive hence strong in terms of robustness, scalability, and robust
generalization in various software projects. In general, the proposed model gives an effective
and stable approach to the software reliability prediction to aid in the early fault detection,
better decision-making, and quality of software. Future research can be conducted on the
incorporation of deep learning methods and real-time data analytics in order to increase
prediction capacity and applicability in dynamic software environments.
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